
       

 
 

 
 
<Date> 
 
 
<First Name> <Last Name> 
<Address 1> 
<Address 2> 
<City>, <State> <Zip> 
 
 
 
Dear <First Name>,  
 
We take the job of protecting your personal information seriously. And we want you to 
know when there might be a concern.  

That’s why we’re reaching out to let you know about a privacy issue we found on June 5, 
2023. We may have sent letter(s) with your information to someone else by mistake. 
We’re sorry for any concern this causes and want you to know what steps we’re taking. 

What information was sent?  

Because of this mailing, someone could have found these facts about you:  

· Name, old address, Member ID number, plan name  

· Provider name, claim number, dates of service 

The letters didn’t include social security numbers or banking information.  

What happened? 

Our mailing system sent letters during a system update starting May 28, 2023. These 
were letters we sent you between 2019 and 2021. Some of the letters were addressed to 
you. They may have been sent to an old mailing address where you used to live. We 
haven’t seen that any of the information has been misused.  

What we’re doing about it 

We’re sorry this happened. We fixed the mistake as soon as we knew about it. We’re 
also updating our processes to help make sure it doesn’t happen again.  

 



 
 

 

To help protect you, we’re offering you Experian’s IdentityWorks Credit 1B service at 
no cost to you. You can find how to sign up for this free service included in this letter. 

How to protect your information 

The Federal Trade Commission lists ways to help protect your information and privacy. 
You can see the list at consumer.ftc.gov. You can also call the agencies listed to make 
sure the information they may have in their records is right, order free annual credit 
reports and place a fraud alert or security freeze on your credit file. 

• Equifax: 1-800-525-6285 

• Experian: 1-888-397-3742 

• TransUnion: 1-800-680-7289 

We’re here to help  

If you have any questions, call us at 1-888-455-3824 between 8:30 a.m. and 4:30 p.m. 
ET, Monday through Friday. You can email us at Privacy_Office@BCBST.com. 

Best of Health,  

Cathy Shepherd, Privacy Analyst 

BlueCross BlueShield of Tennessee Privacy Office 

 

 

 

 

 

 

 

 

 

 

 

 



 
 

 

 

To sign up for IdentityWorks Credit 1B: 

· Go to bcbst.com/member and log in. 

· Choose the Benefits & Coverage tab. Then click on Identity Protection Services and 
follow the instructions there. 

· You can also enroll by phone if you don’t have an online account. Just give us a call us 
at the number on the back of your Member ID Card, and ask us for the engagement 
number and activation code listed in BlueAccess. Be sure to write these two numbers 
down because you will need them to sign up for the service. Then call 1-866-926-9803 to 
sign up. You’ll need those codes when calling. 

You don’t need a credit card to enroll. Here’s some more information about IdentityWorks 
Credit 1B:  

· Experian credit report at signup: See what information is associated with your credit 
file. Daily credit reports are available for online members only.* 

· Credit Monitoring: This monitors your Experian file for signs of fraud. 

· Identity Restoration: Agents help you address credit and non-credit related fraud. 

· Experian IdentityWorks ExtendCARETM: You get the same Identity Restoration 
support even after your Experian IdentityWorks membership has expired. 

· Up to $1 Million Identity Theft Insurance**: This provides coverage for certain costs 
and unauthorized electronic fund transfers. 

Once you’ve enrolled, review your credit report. Look for anything that looks wrong or 
suspicious. Call Experian at 1-866-926-9803. You can ask questions about 
IdentityWorks. You can get help understanding your credit report. And you can ask them 
about something on your credit report you think is fraudulent.  

 

* Offline members will be eligible to call for additional reports quarterly after enrolling 

** The Identity Theft Insurance is underwritten and administered by American Bankers 
Insurance Company of Florida, an Assurant company. Please refer to the actual policies 
for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 

 

  



 
 

 
 


