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<Date>

<First Name> <Last Name>
<Address 1>

<Address 2>

<City>, <State> <Zip>

Dear <First Name>,

We take the job of protecting your personal information seriously. And we want you to
know when there might be a concern.

That’'s why we’re reaching out to let you know about a privacy issue we found on June 5,
2023. We may have sent letter(s) with your information to someone else by mistake.
We’'re sorry for any concern this causes and want you to know what steps we’re taking.

What information was sent?

Because of this mailing, someone could have found these facts about you:
- Name, old address, Member ID number, plan name

- Provider name, claim number, dates of service

The letters didn’t include social security numbers or banking information.
What happened?

Our mailing system sent letters during a system update starting May 28, 2023. These
were letters we sent you between 2019 and 2021. Some of the letters were addressed to
you. They may have been sent to an old mailing address where you used to live. We
haven’t seen that any of the information has been misused.

What we’re doing about it

We’'re sorry this happened. We fixed the mistake as soon as we knew about it. We're
also updating our processes to help make sure it doesn’t happen again.



To help protect you, we’re offering you Experian’s ldentityWorks Credit 1B service at
no cost to you. You can find how to sign up for this free service included in this letter.

How to protect your information

The Federal Trade Commission lists ways to help protect your information and privacy.
You can see the list at consumer.ftc.gov. You can also call the agencies listed to make
sure the information they may have in their records is right, order free annual credit
reports and place a fraud alert or security freeze on your credit file.

* Equifax: 1-800-525-6285

» Experian: 1-888-397-3742

* TransUnion: 1-800-680-7289
We’re here to help

If you have any questions, call us at 1-888-455-3824 between 8:30 a.m. and 4:30 p.m.
ET, Monday through Friday. You can email us at Privacy_Office@BCBST.com.

Best of Health,
Cathy Shepherd, Privacy Analyst

BlueCross BlueShield of Tennessee Privacy Office



To sign up for IdentityWorks Credit 1B:
- Go to bcbst.com/member and log in.

- Choose the Benefits & Coverage tab. Then click on Identity Protection Services and
follow the instructions there.

- You can also enroll by phone if you don’t have an online account. Just give us a call us
at the number on the back of your Member ID Card, and ask us for the engagement
number and activation code listed in BlueAccess. Be sure to write these two numbers
down because you will need them to sign up for the service. Then call 1-866-926-9803 to
sign up. You'll need those codes when calling.

You don’t need a credit card to enroll. Here’s some more information about IdentityWorks
Credit 1B:

- Experian credit report at signup: See what information is associated with your credit
file. Daily credit reports are available for online members only.*

- Credit Monitoring: This monitors your Experian file for signs of fraud.
- ldentity Restoration: Agents help you address credit and non-credit related fraud.

- Experian IdentityWorks ExtendCARE™: You get the same Identity Restoration
support even after your Experian IdentityWorks membership has expired.

- Up to $1 Million Identity Theft Insurance**: This provides coverage for certain costs
and unauthorized electronic fund transfers.

Once you’ve enrolled, review your credit report. Look for anything that looks wrong or
suspicious. Call Experian at 1-866-926-9803. You can ask questions about
IdentityWorks. You can get help understanding your credit report. And you can ask them
about something on your credit report you think is fraudulent.

* Offline members will be eligible to call for additional reports quarterly after enrolling

** The Identity Theft Insurance is underwritten and administered by American Bankers
Insurance Company of Florida, an Assurant company. Please refer to the actual policies
for terms, conditions, and exclusions of coverage. Coverage may not be available in all
jurisdictions.



BlueCross BlueShield of Tennessee

1 Cameron Hill Circle | Chattanooga, TN 37402 | bcbst.com

BlueCross BlueShield of Tennessee (BlueCross) complies with applicable
Federal civil rights laws and does not discriminate on the basis of race,
color, national origin, age, disability or sex. BlueCross does not exclude
people or treat them differently because of race, color, national origin, age,
disability or sex.

BlueCross:

* Provides free aids and services to people with disabilities to communicate
effectively with us, such as: (1) qualified interpreters and (2) written
information in other formats, such as large print, audio and accessible
electronic formats.

* Provides free language services to people whose primary language is
not English, such as: (1) qualified interpreters and (2) written information
in other languages.

If you need these services, contact a consumer advisor at the number on
the back of your Member ID card or call 1-800-565-9140 (TTY: 1-800-848-
0298 or 711).

If you believe that BlueCross has failed to provide these services or
discriminated in another way on the basis of race, color, national origin,
age, disability or sex, you can file a grievance (“Nondiscrimination
Grievance”). For help with preparing and submitting your Nondiscrimination
Grievance, contact a consumer advisor at the number on the back of your
Member ID card or call 1-800-565-9140 (TTY: 1-800-848-0298 or 711).
They can provide you with the appropriate form to use in submitting a
Nondiscrimination Grievance. You can file a Nondiscrimination Grievance in
person or by mail, fax or email. Address your Nondiscrimination Grievance
to: Nondiscrimination Compliance Coordinator; c/o Manager, Operations,
Member Benefits Administration; 1 Cameron Hill Circle, Suite 0019,
Chattanooga, TN 37402-0019; (423) 591-9208 (fax); Nondiscrimination_
OfficeGM@bcbst.com (email).

You can also file a civil rights complaint with the U.S. Department
of Health and Human Services, Office for Civil Rights, electronically
through the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at:
U.S. Department of Health and Human Services, 200 Independence
Avenue SW., Room 509F, HHH Building, Washington, DC 20201,
1-800-368-1019, 800-537-7697 (TDD). Complaint forms are available at
http:/iwww.hhs.gov/ocr/office/filefindex.html.

BlueCross BlueShield of Tennessee, Inc., an Independent Licensee of the
BlueCross BlueShield Association.

BlueCross BlueShield of Tennessee is a Qualified Health Plan Issuer in the
Health Insurance Marketplace.

ATENCION: si habla espaiiol, tiene a su disposicién servicios gratuitos de asistencia lingiiistica.
Si usted es miembro, llame al niimero de Servicio de atencién a miembros que figura al reverso de su tarjeta de
identificacion de Miembro o al 1-800-565-9140 (TTY: 1-800-848-0298).
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CHU Y: Néu ban néi Tiéng Viét, oo cac dich vu hd trg ngon ngu mién phi danh cho ban.
Néu quy vila hon vién, hay gm dén so chh vu Hon vién @ mat sau thé ID Hdi vién cia quy vi hoac 1-800-565-9140
(TTY: 1- 800-848- -0298).
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ATTENTION : Si vous parlez frangais, des services d'aide linguistique vous sont proposés gratuitement.
Si vous étes adhérent, appelez le numéro du Service adhérents indiqué au dos de votre carte d'assuré adhérent
ou appelez le 1-800-565-9140 (TTY/ATS : 1-800-848-0298).
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(TTY: 1-800-848-0298).
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ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachliche Hilfsdienstleistungen zur Verfiigung.
Falls Sie ein Mitglied sind, rufen Sie die Nummer des Mitgliederdienstes auf der Riickseite Inrer Mitglieds-ID-Karte
oder 1-800-565-9140 (TTY: 1-800-848-0298) an.
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PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyo ng tulong sa wika nang
walang bayad.

Kung ikaw ay isang miyembro, tawagan ang numero ng Serbisyo sa Miyembro na nasa likod ng iyong Kard ng ID ng
Miyembro o sa 1-800-565-9140 (TTY: 1-800-848-0298).
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BHUMAHME: Ecnu Bbl rOBOpUTE Ha PYCCKOM A3biKe, TO BaM JOCTYNHbI BecnnartHsie ycnyru nepesoaa.

Ecnu Bbi SBNSieTECh Y4aCTHUKOM, NO3BOHWUTE B OTAEN 0BCNYKMBAHUS Y4aCTHUKOB MO HOMEPY, YKa3aHHOMY Ha
oBpaTHoii cTopoe Balweit aeHTUdMKALMOHHON KapThl y4acTHUKa, unu no Homepy 1-800-565-9140

(TTY: 1-800-848-0298).
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ATANSYON: Si w pale Kreyol Ayisyen, gen sévis &d pou lang ki disponib gratis pou ou.
Si ou se yon manm, rele nimewo Sévis Manm ki sou do kat ID Manm ou an oswa 1-800-565-9140
(TTY: 1-800-848-0298).

UWAGA: Jezeli méwisz po polsku, mozesz skorzystac z bezptatnej pomocy jezykowej.
Czionkowie mogg dzwonic pod numer dziatu Member Service podany na odwrocie karty identyfikacyjnej cztonka
lub numer 1-800-565-9140 (TTY: 1-800-848-0298).

ATENGAQ: Se fala portugués, encontram-se disponiveis servigos linguisticos, gratis.
Caso seja membro, ligue para o telefone do servigo de Atendimento ao Membro informado no verso de seu
cartdo de identificagdo de membro ou para 1-800-565-9140 (TTY: 1-800-848-0298).

ATTENZIONE: In caso la lingua parlata sia ['italiano, sono disponibili servizi di assistenza linguistica gratuiti.
Se & un membro, chiami il numero del Servizio per i membri riportato sul retro della Sua scheda identificativa del
membro oppure il numero 1-800-565-9140 (TTY: 1-800-848-0298).

Dii baa ak ninizin: Dii saad bee yanitti'go Diné Bizaad, saad bee dka'anida'awo’dgg’, t'ad jiik'eh, éi
né holg.

Naaltsoos bee na ha'dit'éego, Naaltsoos Ba Hada'dit" ehlgu ninaaltsoos nitt'izi bee nééhozinigii
bine'd¢¢’ Naaltsoos Ba Hada'dit'éhigii Bee Aka'anida’awo’i bibéésh bee hane' bika'igii bee hodilnih
doodago 1-800 -565-9140 (Doo Adinitsagddgo @ TTY: 1-800-848-0298) bee hodiilnih.
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